
2 Step Verification 

2 Step Verification is a secure way to allow the viewing of confidential documents and 
cases where you are a party of record.  You will be required to provide a second factor 
of Verification before viewing confidential documents or confidential cases. You can 
manage your 2 Step Verification information from the My Account page after you have 
logged onto LINXONLINE by choosing the Manage Password/2 Step Verification 
button.  Your initial second factor will be the email on file with the court. 
 
There are 4 options available for the second factor. 
 

1. Google Authenticator **preferred method** 
Google Authenticator is a software token that implements two-step verification 
services using the Time-based One-time Password. The user first enters their 
Account Number and Password to log in to LINX, chooses Google 
Authenticator as their 2nd Factor Verification method then enters the pseudo-
random token code generated by the application on their mobile device to 
gain access to their confidential documents/cases. The token code usually 
times out after a short period of time to prevent attackers from reusing 
intercepted codes. 
To set up your Google Authenticator you must install the free Google 
Authenticator app on your mobile device. This install is as simple as 
downloading the application from Google Play or Apple App Store. Once the 
application is installed you will need to login to your LINX account and click 
the My Account button. Then choose the Manage Password/2 Step 
Verification button and authenticate using an existing option. Once 
authenticated expand the Manage 2 Step Verification section and click the 
“Set up account” Button under Google Authenticator and follow the 
instructions.  Once you have scanned the QR code provided by the LINX 
system are ready to proceed. 
 
 

2.  Key Fob 
A fob, commonly called a key fob, is a small security hardware device with 
built-in authentication used to control and secure access to network services 
and data. Key fobs are used to enable two-factor and multifactor 
authentication and to safeguard access to a confidential case or document. 
The user first enters their Account Number and Password to log in to the 
network, chooses Key Fob as their 2nd Factor Verification method then 
enters the pseudo-random token code generated by the key fob to gain 
access to their confidential documents/cases. The token code usually times 



out after a short period of time to prevent attackers from reusing intercepted 
codes. To setup a Key fob you have purchased you will need to login to your 
LINX account and click the My Account button. Then choose the Manage 
Password/2 Step Verification button and authenticate using an existing 
option. Once authenticated expand the Manage 2 Step Verification section 
and click the “Set up account” Button under Key fob and follow the 
instructions. 
 

3. Cell Phone/Mobile Device Text Message 
A mobile device that can receive text messages is required to use this option.  
If you have a mobile device already on file and wish to use it for 2 Step 
Verification you will need to add the carrier. If you add a mobile device for 2 
Step Verification that device is not visible to the court nor will it be used by the 
court for communication. A text containing a verification code will be sent to 
the mobile device chosen. Once the Verification code is received you will 
enter that code on the webpage to allow access to your confidential 
documents/cases. 
 

4. E-mail  
The email currently on file will receive an email with a verification code.  Once 
the code is received you will enter that code to receive access to your 
confidential documents/cases. Once you are 2nd Step Verified into the 
system you will be able to add additional email addresses. These e-mail 
addresses will be for 2 Step Verification only and will not be used for filing 
notifications or correspondence with the courts.  


